ABSTRACT In this paper, we investigate the secrecy performance of wireless powered communication networks (WPCNs) faced by multiple passive eavesdroppers, where the full-duplex (FD) receiver utilizes the harvested energy to send the artificial jamming for enhancing the secrecy performance. Moreover, we adopt a practical maximal ratio transmission (MRT) scheme at the transmitter taking into account the impact of imperfect CSI to try to improve the transmission efficiency of the considered system. Specifically, in order to evaluate the proposed scheme, three important performance metrics, namely, connect outage probability (COP), secrecy outage probability (SOP), and secrecy throughput are adopted in this paper. Concretely, the exact and asymptotic expressions for COP, SOP, and secrecy throughput were derived to effectively analyze the impact of key parameters on the system performance more comprehensively. Through the simulation analysis, we can find that the proposed energy harvesting-based FD-aid jamming (EHFDJ) scheme can achieve better secrecy performance than the reduced half-duplex non-jamming (HDNJ) scheme under a relatively small self-interference.
I. INTRODUCTION
With the rapid development of wireless communication technologies, the information security has emerged in wireless communication community. Traditionally, the information security is protected through the complex upper encryption algorithms [1] , [2] , such as advanced encryption standard (AES) and data encryption standard (DES). However, with the great improvement of terminal computing ability, the traditional encryption algorithm can no longer provide adequate protection on wireless information transmission. Fortunately, physical layer security (PLS) technology, proposed by Shannon [3] and promoted by Wyner [4] , has been emerged to further improve the secrecy performance of wireless information transmission as a good supplement of upper encryption. The core idea of PLS is to utilize the channel characteristics to design reasonable transmission schemes to
The associate editor coordinating the review of this manuscript and approving it for publication was Sanaa Sharafeddine. decrease the information intercepting probability. Nowadays, the PLS has been widely investigated in various wireless networks, such as cognitive radio (CR) networks [5] , [6] , wireless sensor networks (WSNs) [7] and so on.
Differently from fixed wired devices with enough energy source, the mobile wireless devices are generally energy-constrained and have not enough energy to protect the information transmission. Thus, in order to prolong the lifetime of mobile wireless devices and also further improve the secrecy performance of wireless information transmission, the radio-frequency energy harvesting (EH) technology is emerged, which enables the devices harvest energy from the ambient radio-frequency signals [8] - [10] . Nowadays, the EH-based PLS schemes have been widely investigated. In [11] , the secrecy performance of single-input and multiple-output (SIMO) networks with simultaneous wireless information and power transfer (SWIPT) system was analyzed under multiple EH eavesdroppers, and the exact and asymptotic secrecy outage probability (SOP) expressions were derived. Then, the authors in [12] investigated the PLS with EH scheme in amplify-and-forward (AF) multi-antenna relay networks and compared the performance of time switching relaying (TSR) and power splitting relaying (PSR). In cognitive radio networks, the authors in [13] analyzed the secrecy performance of CR-based SWIPT system with multiple potential EH eavesdroppers and derived the exact analytical expressions for SOP. Further, in [14] , the authors studied the security of a wireless powered communication network (WPCN) and analyzed the secrecy performance of the considered system under two different scenarios, in which an external friendly EH jammer can harvest energy from the hybrid access-point (H-AP) and then utilizes the harvested energy to send the jamming signal to interfere the eavesdroppers.
The full-duplex (FD) technology is another emerging technology to improve the information transmission efficiency, which enables the devices transmit and receive the signals at the same time. Now, along with the continually in-depth researches on the EH-based PLS, some works start to combine the FD technology with the EH technology to further improve the secrecy performance of wireless communication networks without any additional external friendly jammers. In [15] , a single-antenna SWIPT system with FD scheme was proposed to enhance the secrecy performance of information transmission and the analytical expressions for connect outage probability (COP), SOP and transmission outage probability (TOP) were derived. In [16] , the authors extended the single-antenna system model in [15] to a multi-antenna system and derived the exact and asymptotic expressions for COP, SOP and secrecy throughput. However, [15] , [16] both considered the single eavesdropper scenario and assumed the channel state information (CSI) is perfect, which may not always hold in practice. Moreover, the authors in [16] took an average approach to measure the harvested energy, which ignores the impact of channel time-varying characteristics on the EH scheme.
Motivated by these observations, in this paper, we investigate the secrecy performance of FD-aided WPCNs with multiple passive eavesdroppers and imperfect CSI. Specifically, the FD receiver firstly harvests energy from the power beacon and then uses the harvested energy to send artificial jamming to confuse the eavesdroppers while receiving the information transmitted from the multi-antenna transmitter. In order to improve the transmission quality, the maximal ratio transmission (MRT) scheme is exploited at the transmitter. Moreover, considered the estimation error or time delay of feedback, the received CSI at the transmitter may be imperfect, which may in turn deteriorate the performance of MRT scheme. The main contributions of this paper are summarized as follows:
• We first derived the exact expressions for the COP, SOP and secrecy throughput of the considered system, which can provide us an efficient way to analyze the impact of key parameters on the system secrecy performance.
• Under two limit conditions, i.e., high transmit powers and perfect self-interference cancelation (SIC), we further derived the asymptotic expressions for COP, SOP and secrecy throughput, and verified the correctness of the asymptotic results by numerical simulations.
• Through the simulation results, we provided a comprehensive analysis about the impact of system parameters on the secrecy performance and verified that the proposed scheme can achieve better secrecy throughput than the reduced half-duplex non-jamming (HDNJ) scheme under a relatively small self-interference.
II. SYSTEM MODEL
Let us consider a FD-aided wireless powered communication networks in Fig. 1 , which includes one transmitter (S), one power beacon (B), one full-duplex receiver (D) and multiple potentially passive eavesdroppers. The transmitter S is equipped with N S antennas, the full-duplex receiver D is equipped with one received antenna and one transmit antenna for the full-duplex operation, the power beacon is equipped with one power transmission antenna and the eavesdroppers are all equipped with N E received antennas. Without loss of generality, all the channels are assumed to be quasi-static independent and non-identical Rayleigh fading. Specifically, the time switching EH scheme is adopted in this paper. That is to say, the total transmission includes two phases, i.e., EH phase and information transmission (IT) phase.
In the EH phase, the power beacon transmits the wireless energy to the energy-constrained full-duplex receiver, which can be expressed as
where y is the energy signal, P B is the transmit power at B, h BD is the channel fading coefficient of B-D link with mean 0 and variance λ BD , n D is the additive white Gaussian noise (AWGN) with mean 0 and variance σ 2 . Hereby, according to [17] , the transmit power at D for artificial jamming can be presented as
where α is the fraction of time for EH on the total transmission, which meets 0 < α < 1, and η presents the energy conversion efficiency, which meets 0 < η < 1.
In the IT phase, the source utilizes the MRT scheme to transmit the private information to the full-duplex receiver, while the full-duplex receiver sends the jamming with the harvested energy to deteriorate the received signals quality at Eves. At this moment, the received signals at D can be expressed as
where x represents the information signal, z represents the interference signal, P S is the transmit power at S, h SD is the 1 × N S channel vectors of S-D link, w SD = (h SD ) H / h SD is the normalized weight vector of MRT, h I is the self-interference channel fading coefficient at D. It's often assumed that the self-interference can be well suppressed by the self-interference cancelation (SIC) technology [18] , [19] , so that the self-interference channel fading coefficient h I can be regarded as a Rayleigh random variable [12] , [20] , [21] . Hence, the received signal interference noise ratio (SINR) at D can be presented as
where |h I | 2 is the self-interference channel gain with mean µλ I , in which µ is the SIC coefficient. At the same time, the multi-antenna eavesdroppers E j (j = 1, · · ·, M ) can also wiretap the signal with MRC scheme, thus the received signals at E j can be expressed as
where H SE j is the N E × N S channel matrix of S-E j link, h DE j is the N E × 1 channel vector of D-E j link with mean 0 and variance λ DE , n E j is the AWGN at E j with mean 0 and variance σ 2 . Then, the received signal interference noise ratio (SINR) at E j can be presented as
Moreover, we assume that the eavesdroppers can interact with each other and combine the signals by MRC scheme. Herein, the received SINR at the eavesdroppers can be expressed as
where H SE is the combined N E M × N S channel matrix and h DE is the combined N E M × 1 channel vector. From the Eq. (4), we find that the operation of MRT scheme relies on the perfect CSI of S-D link. However, due to the time delay of feedback or the estimation error, the CSI received at S may be imperfect. We defineh SD as the delay version of h SD , and the relation can be presented as
where e SD is the N S × 1 error vector and ρ represents the time correlation coefficient between the two correlated variables. Based on the Jake's auto correlation model [24] , the correlation coefficient ρ can be presented as
where J 0 (·) is the zeroth-order Bessel function of the first kind, f represents the maximum Doppler frequency, T denotes the delay between the receiving instant and the transmission instant. Hereby, considered the imperfect CSI, the received SINR at D can be re-expressed as
Finally, based on the above analysis, the received instantaneous information capacity at D and the eavesdroppers can be presented as
and
where (1 − α) presents the fraction of time for IT on the total transmission.
III. EXACT SECRECY PERFORMANCE
In this section, we analyze the impact of key parameters on the security and reliability of FD-aided WPCNs with imperfect CSI, by deriving the exact analytical expressions for COP, SOP and secrecy throughput, respectively.
A. COP AND SOP
According to [25] , the COP can be defined as the probability that the received instantaneous information capacity at D is lower than the preset connect outage rate threshold R t , which can be expressed as
where γ t = 2 R t /(1−α) − 1 is defined as the connect SNR threshold.
Then, the exact analytical expression for COP can be expressed in the following lemma. 
where β = Proof: See Appendix A. Similar with the definition of COP, the SOP is defined as the probability that the overheard instantaneous information capacity exceeds the preset secrecy outage rate threshold R s . Herein, the mathematical definition for SOP can be expressed as
where γ s = 2 R s /(1−α) − 1 is defined as the secrecy SNR threshold.
Lemma 2: The exact SOP of FD-aided WPCNs with imperfect CSI can be presented as
where Ei (·) is the exponential integral function.
Proof: See Appendix B.
B. SECRECY THROUGHPUT
In the area of PLS, the secrecy throughput is an important evaluated metric to qualify the average rate, which ensures that the messages can be transmitted reliably and securely. According to [25] , the secrecy throughput can be defined as
where
Hence, the exact analytical expression for secrecy throughput can be expressed in the following theorem. (19) , as shown at the bottom of this page.
Theorem 1: The secrecy throughput of FD-aided WPCNs with imperfect CSI can be expressed in
Proof: As has been described, the MRT scheme is only based on the main link, which is independent with the eavesdropping link. Thus, the received signal at the kth antenna (1 ≤ k ≤ N E ) of eavesdropper E j is a superimposed signal, which can be expressed as 
To this end, by substituting (14) and (16) into (22), the exact secrecy throughput in Theorem 1 can be derived.
Remark: From the Theorem 1, we can find that the exact analytical expression for secrecy throughput is easy and tractable, which can provide us a fast and effective method to analyze the impact of key parameters, such as the time correlation coefficient ρ, the fraction of time for EH α, SIC coefficient µ, etc, on the secrecy performance of FD-aided WPCNs with imperfect CSI. In addition, as far as we know, the exact analytical expressions about the operation of MRT scheme with imperfect CSI are quite novel, which has not been studied in any other papers.
IV. ASYMPTOTIC SECRECY PERFORMANCE
To further exploit more deep insights on the secrecy performance of the considered system, we then provided the asymptotic analysis under two scenarios, i.e., the scenario with high transmit power, i.e., P S = P B → ∞ and the scenario with perfect SIC, i.e., µ → 0.
A. SCENARIO WITH HIGH TRANSMIT POWER
As the transmit power tends to be very high, the received SINRs at D and the eavesdroppers can be reduced tõ
Then, the asymptotic expressions for COP and SOP under high transmit power condition can be expressed in the following lemmas.
Lemma 3: The asymptotic expression for COP of FD-aided WPCNs with imperfect CSI under high transmit power is derived as
Proof: The proof is similar with Lemma 1.
Lemma 4: The asymptotic expression for SOP of FD-aided WPCNs with imperfect CSI under high transmit power is derived as
Proof: The proof is similar with Lemma 2. Then, combined with the lemmas 3 and 4, the asymptotic expression for secrecy throughput of FD-aided WPCNs can be derived in the following theorem.
Theorem 2: The asymptotic expression for secrecy throughput of FD-aided WPCNs with imperfect CSI under high transmit power can be expressed as
where a 2 = N E M + k − k 1 .
B. SCENARIO WITH PERFECT SIC
As the SIC tends to be perfect, i.e., µ → 0, the received SINR at the eavesdroppers is not influenced. Thus, the SOP expression under µ → 0 is the same with Eq. (16) . At this point, the received SINR at D can be re-expressed as
Thus, the asymptotic expression for COP under perfect SIC can be expressed in the following lemma.
Lemma 5: The asymptotic expression for COP of FD-aided WPCNs with imperfect CSI under perfect SIC is derived as
Theorem 3: The asymptotic expression for secrecy throughput of FD-aided WPCNs with imperfect CSI under perfect SIC is derived as
Proof: By substituting (16) and (29) into (17) , the asymptotic secrecy throughput in Theorem 3 can be easily derived.
V. NUMERICAL RESULTS
In this section, representative numerical results are presented to verify the correctness of our analytical results and analyze the impact of system parameters on the COP, SOP and secrecy throughput. Unless otherwise statement, the mean of channel gains for the main, wiretap and interference links are all set to be 1, the variance of noise σ 2 is assumed to be unity, the fraction of time for EH is set to be α=0.5, the energy conversion efficiency is set to be η=0.6 1 , the connect outage rate threshold is set to be R t = 3bit/s/Hz and the secrecy outage rate threshold is set to be R s = 1bit/s/Hz. Figs. 2 and 3 analyze the impact of transmit power on the COP for different time correlation coefficients and SIC coefficients. As depicted in the two figures, the COP increases with the SIC coefficient µ and decreases with the time correlation coefficients ρ. It's due to the fact that with the increase of ρ, the estimated CSI at S will become more accurate, which is benefit for the performance of MRT. On the contrary, the impact of self-interference will become stronger as µ increases, which will deteriorate the received SINR at D. Moreover, we can also find that in Fig. 3 , the COP will reduce to be a constant as the powers at S and B tend to be infinity and it will approach another asymptotic result, i.e., µ = 0, with the decrease of µ. Thus, generally speaking, given a fixed power, a good method for channel estimation and self-interference cancelation is good for improving the received signal performance at the receiver. Figs. 4 and 5 examine the impact of powers on the SOP for different M and N E , and further compared with the half-duplex non-jamming (HDNJ) scheme. It can be clearly seen that affected by the artificial jamming, the number of eavesdroppers and eavesdropping antennas at the eavesdroppers will not always damage the secrecy performance any more. When the power P B is relatively high, the increase of M and N E is even benefit for the secrecy performance of the system. It's due to the fact that with the increase of P B , the jamming power P J will also be enhanced. Thus, when the eavesdroppers utilize the MRC scheme to combine the wiretap signals, the jamming signals can also be combined, which will effectively weaken the wiretap effect at the eavesdroppers. Moreover, it's worth highlighting that, even though the self-interference caused by FD scheme may influence the received SINR at D, compared with the reduced HDNJ scheme, the proposed energy harvesting-based FD-aided jamming (EHFDJ) scheme can decrease the SOP more significantly, which can be clearly observed in Fig. 5.   FIGURE 6 . Secrecy throughput for P S = P B = 20dB, M = 3, R t = 3bit/s/Hz, R s = 1bit/s/Hz, and N E = 2. Fig. 6 plots the secrecy throughput of FD-aided WPCNs against the SIC coefficient µ for various time correlation coefficients ρ and antenna numbers N S . As can be observed that, the secrecy throughput improves with the increase in ρ and N S , and declines with the increase in µ. It is due to the fact that the increase of ρ and N S can make the performance of MRT scheme more better, which can effectively decrease the COP at D. On the contrary, the increase of µ will weaken the received SINR at D and then weaken the secrecy throughput. Moreover, based on the analysis in Fig. 5 , we can infer that when R s = 1bit/s/Hz and P S = P B = 20dB, the SOP with HDNJ will tend to be 1. Thus, combined with Eq. (17), we can easily derive that the secrecy throughput with HDNJ will be very close to 0. Hence, we can conclude that the proposed EHFDJ scheme can achieve better performance than the HDNJ scheme. Fig. 7 shows the secrecy throughput of FD-aided WPCNs against P B and P S for different M and N E . From the figure, we can find that benefit by the MRT scheme, the impact of P S on the secrecy throughput is always positive. However, affected by the self-interference, the secrecy throughput shows up first and then down with the continuous increase of P B . Combined with Figs. 2 and 4 , it can be easily explained that when P B is relatively small, the SOP decreases rapidly with the increase of P B , but the impact of P B on COP is slight. Thus, the secrecy throughput will improve with the increase of P B firstly. However, with the further increase of P B , the COP starts to increase rapidly due to the selfinterference, while the change of SOP tends to be gentle. Herein, the secrecy throughput will then decrease. Moreover, we can also find that benefit by the artificial jamming, increasing the number of eavesdroppers and eavesdropping antennas at the eavesdroppers does not always damage the secrecy throughput. When P B is large enough, increasing the number of eavesdroppers and eavesdropping antennas will even improve the secrecy throughput. Combined with Fig. 5 , it's due to the fact that when the eavesdroppers utilize MRC to deal with the wiretap signals, the artificial jamming signals can also be enhanced, which will weaken the wiretap effect on the eavesdroppers and then improve the secrecy throughput. 8 plots the secrecy throughput of FD-aided WPCNs against various R t and R s /R t . As can be observed that under fixed R s /R t , the secrecy throughput shows up first and then down. This is associated with the fact that for a fixed value of R s /R t , the larger the R t , the larger the R s , which is harmful for COP and benefit for SOP. When R t is relatively small, benefit by the MRT scheme, the COP will not increase distinctly. But the SOP will drop rapidly with the increase of R s , thus the secrecy throughput will upgrade firstly. However, when R t exceeds the optimal threshold, the received SINR at D can no longer meet the connect outage rate threshold. Hence, the secrecy throughput decreases gradually after R t exceeds the optimal threshold. Similarly, under the fixed R t , the secrecy throughput also presents an analogous parabola. Fig. 9 shows the secrecy throughput of FD-aided WPCNs against various P B and α. Based on the analytical analysis, we can find that the systems parameters, i.e., α and P B , can influence the COP and SOP simultaneously. It's worth highlighting that for different P B and α, it always exists an optimal combination to make the secrecy throughput best and the smaller the SIC coefficient µ, the larger the optimal fraction of time for EH α. The phenomenon can be easily explained that the smaller the µ, the weaker the impact of self-interference on the received SINR at D, and because the jamming power P J will become larger with the increase of α. Hence, in the early stage, the secrecy throughput upgrades with the increase of α, and the smaller the µ, the larger the optimal α. However, when α exceeds the optimal threshold, there has not enough time for information transmission, which will in reverse weaken the secrecy throughput. This is also the reason why the secrecy throughput firstly rises then falls with the increase of α.
VI. CONCLUSIONS
In this paper, a new paradigm for improving the secrecy performance of the FD-aided wireless powered communication networks was presented and the impact of key parameters on the system secrecy performance with multiple passive eavesdroppers and imperfect CSI was also analyzed in detail. Specifically, the exact expressions for COP, SOP and secrecy throughput were derived and the asymptotic expressions under two scenarios, i.e., high transmit power VOLUME 7, 2019 and perfect SIC, were also carried out. From the simulation results, we can conclude that the proposed EHFDJ scheme can achieve much better performance than the reduced HDNJ scheme in terms of the secrecy throughput.
VII. APPENDIX A. PROOF OF LEMMA 1
Because w SD is the normalized vector, thus for notational simplicity, we define that h SD = h SD w SD andh SD =h SD w SD .
As depicted in [26] , the cumulative distributed function (CDF) of |h SD | 2 under perfect CSI can be expressed as
Then, through differential operation, the PDF of |h SD | 2 under perfect CSI can be derived as
According to [27] , the conditional PDF of |h SD | 2 and
can be expressed as
where I 0 (·) is the zeroth-order modified Bessel function of the first kind.
Further, combined (32) and (33), the PDF of h SD 2 under imperfect CSI can be expressed as
By utilizing [28, 6.643.2] , the can be further expressed as
where L u v (·) is the Laguerre polynomial. Then, by substituting [28, 8.970 .1] into (35), the can be finally derived as
By substituting (36) into (34), the PDF of h SD 2 under imperfect CSI can be finally derived as
Thus, by substituting (10) into (13), the COP can be expanded as By using SIC scheme, the self-interference channel fading coefficient h I can be assumed to be a Rayeigh random variable, i.e., h I ∼ CN (0, µλ I ), where µ represents the SIC coefficient.
Thus, through the integral operation, the analytical 1 (x) can be derived as
To this end, by substituting (40) into (38), the exact analytical expression for COP in Lemma 1 can be derived after simple mathematical manipulations.
B. PROOF OF LEMMA 2
Similarly, we also define that h s SE = H SE w SD for notational simplicity. Herein, the CDF of γ E can be expressed as 
Due to the fact that the MRT scheme is designed only based on the main link, thus the channel gains for each antenna of the eavesdroppers all obey the exponential distribution. Thus, according to the principle of MRC [29] , the PDFs of h s SE 2 and h DE 2 can be expressed as
Thus, by substituting (43) and (44) into 2 (y), 2 (y) can be derived as
By substituting (45) into (42), the CDF of γ E can be finally derived as
To this end, by substituting (46) into (15) , the exact analytical expression for SOP in Lemma 2 can be derived after simple mathematical manipulations.
